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Section 18 DPDPA
Establishment of Board.

18.(1) With effect from such date as the Central Government may, by notification, appoint, there shall be
established, for the purposes of this Act, a Board to be called the Data Protection Board of India.

(2) The Board shall be a body
corporate by the name aforesaid, having perpetual succession and a common seal, with power, subject to
the provisions of this Act, to acquire, hold and dispose of property, both movable and immovable, and to
contract and shall, by the said name, sue or be sued.

(3) The headquarters of the Board
shall be at such place as the Central Government may notify.

Applicable DPDP Rule 2025

Rule 17: Appointment of Chairperson and Other Members
< Section 17 DPDPA

Section 19 DPDPA —

DPDPA
Table of contents

Report error

Your message
X

Please keep in mind that this form is only for feedback and suggestions for improvement. Unfortunately,
questions will not be answered.

Do not fill this field

0 of 1000 max characters

Submit

Legal Interpretation of the

Section 18 of the Digital Personal Data Protection Act, 2023 (DPDPA)
Statutory Provision and Purpose

Provision: Section 18 of the Digital Personal Data Protection Act, 2023 states:
"Establishment of Board."

While the section title is succinct, its implications are profound within the framework of the
DPDPA 2023. This provision mandates the creation of a dedicated Data Protection Board (hereinafter
referred to as "the Board") tasked with overseeing and enforcing data protection regulations, handling
complaints, and ensuring compliance among data fiduciaries.

Purpose:

The primary objective of Section 18 is to institutionalize a regulatory authority that can
effectively manage and enforce data protection norms. By establishing the Board, the Act aims to:



Ensure Accountability: Hold data fiduciaries accountable for their data processing activities.

Provide Oversight: Monitor and



[recovered from the vector store — section18.html p.2]

evaluate compliance with data protection standards.

Facilitate Redressal: Offer a structured mechanism for addressing grievances related to data privacy.
Promote Best Practices: Encourage the adoption of robust data protection measures across industries.

Enhance Public Trust: Build confidence among individuals that their personal data is being safeguarded
effectively.

Legal Interpretation
1. Nature of the Provision
- Regulatory Authority: Section 18 establishes the Board as an independent regulatory authority

with the mandate to enforce data protection laws, similar to data protection authorities (DPAs) in other
jurisdictions like the European Data Protection Board (EDPB).

- Centralized Oversight: The Board serves as the central body responsible for ensuring that data
fiduciaries comply with the DPDPA's provisions, thereby maintaining a standardized approach to data
protection across various sectors.

2. Composition of the Board

- Members: The Board is typically composed of experts in data protection, law, technology, and

other relevant fields. This multidisciplinary composition ensures that the Board possesses the necessary
expertise to address complex data protection issues.

- Chairperson and Members: The Act may specify the number of members, qualifications for
appointment, and the process for selecting the Chairperson and other members.

- Diversity and Representation: Ensuring diversity in the Board's composition can enhance its
effectiveness by bringing varied perspectives and expertise to the table.
3. Powers and Functions

Enforcement: The Board has the authority to investigate complaints, conduct audits, and enforce
compliance through directives and penalties.

Advisory Role: It may also provide guidance and recommendations to data fiduciaries on best practices for
data protection.

Policy Formulation: The Board can participate in shaping data protection policies and frameworks to k
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eep pace with technological advancements and emerging data privacy challenges.

Public Awareness: Conducting awareness campaigns to educate the public and data fiduciaries about their
rights and obligations under the DPDPA.

4. Appointment and Tenure

Appointment Process: Members of the Board are appointed by the Central Government based on
recommendations from a nominating committee or other designated bodies.

Tenure: The Act may specify the term length for Board members, provisions for reappointment, and
conditions for removal to ensure continuity and stability in leadership.

5. Independence and Impartiality

Operational Independence: The Board operates independently of other government bodies to ensure unbiased
decision-making.

Financial Autonomy: It may have its own budget to prevent undue influence and ensure that it can perform
its functions effectively without financial constraints.

Conflict of Interest Policies: Members are required to disclose any potential conflicts of interest and
recuse themselves from cases where impartiality might be compromised.

6. Operational Procedures

Complaint Handling: Establishing a clear process for receiving, acknowledging, and addressing complaints
from data principals and data fiduciaries.

Investigation Protocols: Guidelines for conducting thorough and fair investigations into potential data
protection violations.

Decision-Making Framework: Procedures for deliberating on cases, ensuring that decisions are based on
evidence and aligned with the DPDPA's objectives.

Transparency Measures: Publishing annual reports, audit findings, and other relevant information to
maintain transparency in the Board's operations.

7. Checks and Balances

Judicial Oversight: Decisions made by the Board can be subject to judicial review to ensure they comply
with the law and constitutional provisions.

Parliamentary Scrutiny: The Board's activities and reports may be reviewed by parliamentary committees to
ensure accountability and effect
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iveness.

Internal Audits: Regular internal audits to assess the Board's performance, adherence to procedures, and
overall effectiveness.

8. Integration with Other Provisions

Synergy with Other Sections: The procedures and powers of the Board are designed to work in harmony with
other sections of the DPDPA, such as those outlining data fiduciaries' obligations, appeal mechanisms,
and enforcement actions.

Collaborative Efforts: The Board may collaborate with other regulatory bodies, law enforcement agencies,
and international data protection authorities to address cross-border data protection issues and share
best practices.

9. Policy Considerations and Safeguards

- Adaptability: The Board's procedures are designed to be adaptable to evolving data protection
challenges, ensuring that it remains effective in a dynamic digital landscape. - Ethical Standards:
Upholding high ethical standards to maintain public trust and credibility. - Resource Allocation:

Ensuring the Board is adequately resourced in terms of personnel, technology, and finances to perform its
duties effectively. lllustrations

lllustration 1: Handling a Complaint from a Data Principal

Scenario: Ms. Radhika, an individual, discovers that HealthCareX, a healthcare provider, has been sharing
her medical records with third-party insurers without her explicit consent. Feeling aggrieved, she
decides to file a complaint with the Data Protection Board. Application of Section 18:

Complaint Intake:

Ms. Radhika submits her complaint through the Board's official online portal. The Board acknowledges
receipt of the complaint within five business days. Initial Assessment:

The Board reviews the complaint to determine its validity and the urgency of the matter.
Given the sensitivity of medical data, the Board prioritizes the case for imnmediate investigation.

Investigation Protocol:

The Board assigns an investigator to gather evidence, including consent forms, dat
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a sharing agreements, and correspondence between HealthCareX and the third-party insurers.

Interviews are conducted with HealthCareX's data protection officer and representatives from the
insurance companies involved.

The Board convenes a meeting with a quorum of at least four members to deliberate on the findings.

After reviewing the evidence, the Board concludes that HealthCareX violated data protection norms by
sharing Ms. Radhika's data without consent.

The Board orders HealthCareX to cease unauthorized data sharing practices and imposes a penalty of X3
lakhs for the violation.

HealthCareX is also directed to inform all affected patients about the data sharing breach.

HealthCareX, believing the penalty to be excessive, decides to appeal the Board's decision to the
Appellate Tribunal as per Section 29.

Illustration 2: Board's Investigation into a Data Breach Incident

Scenario: TechSecure Ltd., a technology firm, experiences a data breach that compromises the personal
data of thousands of users. The breach is reported to the Board, raising concerns about the firm's data
security measures.

Affected users report the breach to the Board through multiple channels, including email and the Board's
complaint portal.

The Board aggregates these reports and initiates an investigation.

The Board deploys a team to conduct a thorough investigation, including technical assessments of
TechSecure's data security infrastructure.

Experts examine logs, security protocols, and employee access controls to identify the breach's cause.

Findings indicate that TechSecure failed to implement adequate encryption measures, leading to the data
breach.

The Board deliberates on the severity of the negligence and its impact on user privacy.

TechSecure is mandated to upgrade its data encryption systems within three mont
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A penalty of X5 lakhs is imposed for the breach and failure to protect sensitive personal data.

TechSecure is required to submit monthly progress reports to the Board, detailing the implementation of
the prescribed encryption measures.

The Board conducts periodic audits to ensure compliance.

TechSecure disputes the penalty, arguing that the breach was due to unforeseen technical failures and not
negligence.

The company appeals to the Appellate Tribunal under Section 29 for a reassessment of the penalty.
Illustration 3: Issuing Directives for Data Protection Policy Enhancement

Scenario: EduLearn, an online education platform, is observed by the Board to have outdated data
protection policies that do not fully comply with the latest DPDPA standards.

The Board conducts routine audits and identifies discrepancies in EduLearn's data protection policies.
A formal notice is sent to EduLearn highlighting the areas of non-compliance.
EdulLearn acknowledges the shortcomings and expresses willingness to enhance its data protection measures.

The Board evaluates EduLearn's commitment and the feasibility of the proposed enhancements.
A directive is formulated to guide EdulLearn in updating its policies.

EduLearn is instructed to revise its data protection policies to incorporate robust consent mechanisms,
data minimization principles, and regular employee training on data protection.

A timeline of six months is set for the implementation of these policies.
EdulLearn must submit a comprehensive report detailing the updates made to its data protection policies.
The Board schedules a follow-up audit to verify compliance.

If EduLearn faces challenges in implementing the directives, it can seek an extension or modifications by
appealing to the Appellate Tribunal.
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4: Enforcing Compliance with Data Localization Requirements

Scenario: GlobalTech, an international data fiduciary, processes personal data of Indian citizens but
stores it on servers located outside India, potentially violating data localization mandates under the
DPDPA. Application of Section 18:

Complaint Intake:

The Board receives complaints from data principals about their data being stored overseas without proper
safeguards. An investigation is initiated to assess compliance with data localization requirements.
Investigation Protocol:

The Board reviews GlobalTech's data storage practices, data transfer agreements, and security measures
implemented overseas. Findings indicate non-compliance with the specified data localization norms.
Decision-Making:

The Board deliberates on the extent of non-compliance and its implications for data privacy.
Considerations include the sensitivity of the data involved and the potential risks to data principals.
Issuance of Order:

GlobalTech is ordered to establish data storage facilities within India or ensure equivalent data
protection standards overseas as specified by the DPDPA. A penalty of X7 lakhs is imposed for the
violation.

Monitoring and Reporting:

GlobalTech must provide bi-monthly updates on the progress of establishing compliant data storage
solutions. The Board conducts periodic checks to verify adherence to the order. Appeal Process:

GlobalTech disputes the necessity of the penalty and the feasibility of immediate compliance. The company
appeals to the Appellate Tribunal seeking a revision of the order and penalty. Conclusion

Section 18 of the Digital Personal Data Protection Act, 2023 establishes the Data Protection Board as a
pivotal institution in India's data protection landscape. By outlining the procedures and protocols for
the Board's operations, this provision ensures that data protection norms are enforced systematically,
transparently, and fairly. The Board's comprehensive mandate—f
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rom handling complaints and conducting investigations to issuing directives and imposing
penalties—ensures robust oversight of data fiduciaries, thereby safeguarding the personal data of
individuals.

Structured Framework: Section 18 provides a clear operational framework for the Board, ensuring
consistency and fairness in its actions.

Expert Composition: The multidisciplinary composition of the Board equips it with the necessary expertise
to address complex data protection issues effectively.

Comprehensive Powers: Empowering the Board with extensive powers enables it to enforce compliance,
investigate violations, and promote best practices in data protection.

Checks and Balances: Mechanisms for judicial and parliamentary oversight ensure that the Board operates
within its statutory mandate and maintains accountability.

Enhanced Trust: By ensuring transparent and fair procedures, Section 18 fosters public trust in the data
protection regime, encouraging data fiduciaries to adhere to robust data protection standards.

Through the meticulous implementation of the procedures outlined in Section 18, the Data Protection Board
can effectively uphold the principles and objectives of the DPDPA 2023, ensuring that data protection
standards are maintained and that violations are addressed with due diligence and fairness.



