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Section 31 DPDPA

Alternate dispute resolution.

31.If the Board is of the opinion that any complaint may be resolved by mediation, it may direct the
parties concerned to attempt resolution of the dispute through such mediation by such mediator as the
parties may mutually agree upon, or as provided for under any law for the time being in force in India.
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Legal Interpretation of the
Section 31 of the Digital Personal Data Protection Act, 2023 (DPDPA)
Statutory Provision and Purpose
Provision: Section 31 of the Digital Personal Data Protection Act, 2023 states:
"Alternate Dispute Resolution."
While the section title is succinct, its implications are significant in the context of the

DPDPA's enforcement and redressal mechanisms. This provision establishes the framework for resolving
disputes related to data protection outside the traditional judicial and tribunal systems, promoting
efficiency, accessibility, and reduced litigation burdens for all parties involved. Purpose:

The primary objective of Section 31 is to provide a structured and accessible avenue for aggrieved

parties to resolve data protection disputes amicably and efficiently. By instituting an Alternate Dispute
Resolution (ADR) mechanism, the Act aims to:

Enhance Accessibility: Offer an alternative to lengthy and costly court proceedings. Promote Efficiency:
Facilitate quicker resolutions compared to traditional litigation. Encourage Collaboration: Foster a
cooperative approach to resolving conflicts, maintaining relationships between data principals and
fiduciaries.
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ases to ADR mechanisms.
Legal Interpretation
1. Nature of the Provision

- Non-Judicial Mechanism: Section 31 introduces a non-judicial framework for dispute resolution,
distinguishing it from formal litigation or tribunal adjudications.

- Voluntary and Binding Options: The provision likely offers both voluntary and binding ADR
options, allowing parties to choose the method best suited to their needs.
2. Scope of ADR Mechanism
Types of Disputes Covered: The ADR framework applies to disputes arising from violations of the DPDPA,
including unauthorized data processing, data breaches, consent issues, and penalties imposed by the Data
Protection Authority (DPA).
Eligible Parties: Both data principals (individuals whose data is being processed) and data fiduciaries
(entities processing data) can engage in ADR processes to resolve their disputes.
3. Types of ADR Methods

Mediation:

Facilitated Negotiation: A neutral mediator assists the parties in negotiating a mutually acceptable
resolution.

Confidential Process: Discussions and agreements reached during mediation are typically confidential.
Arbitration:

Binding Decision: An arbitrator renders a decision after considering the evidence and arguments, which is
usually binding on both parties.

Formal Procedure: Arbitration resembles a simplified court process but is less formal.
4. Procedure for Engaging in ADR
Initiation:

Consent-Based: Parties must mutually agree to engage in ADR unless mandated by the DPDPA for certain
types of disputes.

Referral by DPA: In some cases, the DPA may refer disputes to ADR mechanisms as part of its resolution
process.

Selection of ADR Provider:

Authorized Entities: ADR processes may be administered by authorized bodies or certified
mediators/arbitrators designated under the Act.

Selection Criteria: Criteria for selecting ADR providers ensure expertise in data protection law and
neutrality.

5. Advantages of ADR under Section 31

Cost-Effective: Ty



[recovered from the vector store — section31.html p.3]

pically less expensive than court litigation.

Time-Efficient: Faster resolution compared to the often protracted judicial process.
Flexibility: Parties have more control over the process and outcomes.

Preservation of Relationships: ADR fosters cooperative resolutions, which can help maintain professional
relationships between data principals and fiduciaries.

6. Limitations and Safeguards

Non-Binding Nature (for Mediation): Agreements reached through mediation are not legally binding unless
formalized in a binding contract.

Confidentiality Concerns: While confidentiality is a strength, it may also limit transparency in how
disputes are resolved.

Enforceability: Binding arbitration decisions are enforceable, but non-binding ADR outcomes may require
further legal action if not honored.
7. Integration with Tribunal Mechanisms

Complementary Processes: ADR serves as an alternative pathway, complementing the Appellate Tribunal's
role in dispute resolution.

Hierarchy of Remedies: ADR may be encouraged as a first step before escalating to tribunal adjudication,
aligning with principles of restorative justice and efficiency.

Illustrations
Illustration 1: Mediation Between a Data Principal and Data Fiduciary

Scenario: Mr. Singh, a data principal, discovers that EduLearn, an online education platform, has been
sharing his personal data with third parties without explicit consent. Frustrated by the unauthorized
data sharing, Mr. Singh seeks redressal.

Application of Section 31: Mr. Singh and EduLearn agree to engage in mediation facilitated by a certified
mediator under the DPDPA's ADR framework. During the mediation sessions, both parties discuss the
concerns, and EdulLearn acknowledges the oversight. They reach an agreement where EduLearn commits to
implementing stricter data sharing policies and compensates Mr. Singh for any inconvenience caused. The
mediation agreement is documented and signed by both parties, ensuring a binding resolution without the
need for f
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Illustration 2: Arbitration Over Disputed Penalty Imposed by the DPA

Scenario: DataSecure Pvt. Ltd., a data fiduciary, is penalized by the DPA for alleged non-compliance with
data protection norms, resulting in a fine of X5 lakhs. DataSecure contends that the penalty is
unwarranted and disproportionate to the violation.

Application of Section 31: DataSecure opts for arbitration to contest the penalty. An arbitrator with
expertise in data protection law is appointed to review the case. Both DataSecure and the DPA present
their evidence and arguments. After thorough consideration, the arbitrator concludes that the penalty is
indeed excessive relative to the nature of the violation and reduces it to X2 lakhs. The arbitration

award is binding, and DataSecure complies with the revised penalty without further legal proceedings.

Illustration 3: Resolving Procedural Disputes Through ADR

Scenario: HealthCare Ltd., a hospital chain, is under investigation by the DPA for alleged data breaches.
HealthCare claims that the investigation process lacked transparency and did not provide adequate
opportunities for defense.

Application of Section 31: HealthCare and the DPA agree to utilize the ADR mechanism for resolving
procedural disputes. Through facilitated negotiation, HealthCare presents its concerns about the
investigation's fairness. The mediator assists in drafting new procedural guidelines that ensure greater
transparency and provide HealthCare with ample opportunity to present its case in future investigations.
Both parties sign off on the new guidelines, enhancing procedural fairness without escalating to formal
tribunal review.

Illustration 4: ADR in Cross-Border Data Transfer Disputes
Scenario: GlobalTech, an international data fiduciary, transfers personal data of Indian citizens to its

overseas servers. A data principal, Ms. lyer, alleges that these transfers violate the DPDPA's data
localization requirements.
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n 31: Ms. lyer and GlobalTech engage in arbitration to address the dispute. The arbitrator reviews the
data transfer practices and determines that while GlobalTech has adhered to most compliance standards,
certain data localization aspects require enhancement. The arbitration result mandates GlobalTech to
implement additional security measures and restricts certain types of data transfers, ensuring compliance
with the DPDPA. The binding arbitration award ensures that GlobalTech rectifies its practices without
resorting to lengthy litigation.

Conclusion

Section 31 of the Digital Personal Data Protection Act, 2023 introduces a vital mechanism for Alternate
Dispute Resolution (ADR) within the data protection framework. By providing structured avenues such as
mediation and arbitration, the provision enhances the efficiency, accessibility, and effectiveness of
dispute resolution processes related to data protection issues. Key Takeaways:

Enhanced Accessibility and Efficiency: ADR offers a quicker and more cost-effective alternative to
traditional litigation, making it easier for both data principals and fiduciaries to seek redressal.

Promotes Collaborative Solutions: ADR fosters cooperative problem-solving, helping maintain professional
relationships and reducing adversarial conflicts. Binding and Enforceable Outcomes: While mediation

offers non-binding resolutions, arbitration provides binding decisions, ensuring that agreed-upon

solutions are enforceable. Complementary to Formal Mechanisms: ADR serves as a complementary pathway
alongside the Appellate Tribunal, offering flexibility in how disputes are resolved.

Safeguards and Oversight: The provision includes essential safeguards to prevent misuse and ensure that
ADR processes uphold fairness, transparency, and the overarching objectives of the DPDPA. By integrating
ADR into its dispute resolution framework, the DPDPA 2023 ensures a balanced approach that upholds the
rights of individuals while ac
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commodating the operational realities of data fiduciaries. This not only strengthens the overall data
protection regime but also fosters trust and cooperation among all stakeholders in India's digital

ecosystem.



